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Secure your web applications from hackers with this step-by-step guide

Learn to leverage the power of Spring Security to keep intruders at bay through simple
examples that illustrate real world problems

http://www.allinfo.top/jjdd


Each sample demonstrates key concepts allowing you to build your knowledge of the
architecture in a practical and incremental way

Filled with samples that clearly illustrate how to integrate with the technologies and
frameworks of your choice

In Detail

Knowing that experienced hackers are itching to test your skills makes security one of
the most difficult and high-pressure concerns of creating an application. The
complexity of properly securing an application is compounded when you must also
integrate this factor with existing code, new technologies, and other frameworks. Use
this book to easily secure your Java application with the tried and trusted Spring
Security framework, a powerful and highly customizable authentication and
access-control framework.

"Spring Security 3.1" is an incremental guide that will teach you how to protect your
application from malicious users. You will learn how to cleanly integrate Spring
Security into your application using the latest technologies and frameworks with the
help of detailed examples.

This book is centred around a security audit of an insecure application and then
modifying the sample to resolve the issues found in the audit.

The book starts by integrating a variety of authentication mechanisms. It then
demonstrates how to properly restrict access to your application. It concludes with tips
on integrating with some of the more popular web frameworks. An example of how
Spring Security defends against session fixation, moves into concurrency control, and
how you can utilize session management for administrative functions is also included.

"Spring Security 3.1" will ensure that integrating with Spring Security is seamless from
start to finish.

What you will learn from this book

Understand common security vulnerabilities and how to resolve them

Implement authentication and authorization

Learn to utilize existing corporate infrastructure such as LDAP, Active Directory,
Kerberos, and CAS

Integrate with popular frameworks such as Spring, JSF, GWT, Maven, and Spring Roo

Architect solutions that leverage the full power of Spring Security while remaining
loosely coupled

Implement common scenarios such as supporting existing user stores, user sign up,
and supporting AJAX requests

Approach

This practical step-by-step tutorial has plenty of example code coupled with the
necessary screenshots and clear narration so that grasping content is made easier and



quicker.

Who this book is written for

This book is intended for Java web developers and assumes a basic understanding of
creating Java web applications, XML, and the Spring Framework. You are not assumed
to have any previous experience with Spring Security.
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CAS

评论

只能给到3.5

-----------------------------
Robert Winch大神的一本很有料的书，Spring Security 入门必备。

-----------------------------
比较系统的描述了各个模块

-----------------------------
觉得讲得一般，不过很细致就是了

-----------------------------
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书评

看了两遍，的确和前言上说的一样，是目前市场上唯一一本以Spring
Security为核心的书。对Spring
Security的框架介绍的比较详细。但对于现在常用的基于数据库进行角色控制部分缺乏
介绍，即对于默认的基于xml的SecurityMetadataSource改造成基于DB的实现，算是一
点小小的遗憾吧。  

-----------------------------
曾经在没有读此书的情况加，完全参照spring
security的官方文档和网上搜索的资料搭建起了系统的authentication和authentication
，至今运行稳定。 之前的项目使用的是纯xml配置，在接触到spring
boot后，都是用java配置，由于没有完整的了解spring security的结构以及一些基本的...
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-----------------------------
安全方面的框架比较少，前一段时间使用spring
security，“不得不”研究了一下，很不幸，这是个spring名字下比较不那么好的框架
，即难学又难用。如果重来，真的还不如自己实现。套用这本书里的一句话：do NOT
discount custom development costs。 安全无非是两个方面 - authe...  

-----------------------------
花了大概两天（10个小时）读完了这本书，期间也读了一下spring
security的官方文档。基本上没有全部读到，只是抓住主要的结构读一下，理解了50%
左右，可能有许多细节问题没有看到，以后在慢慢的实践中完善这方面的知识。现在只
是在心中对于spring security的结构有了一些了解.  

-----------------------------
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