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A mobile agent system could be attacked by malicious agents, platforms and third
parties. Mobile agents simply offer greater opportunities for abuse and misuse, which
broadens the scale of threats significantly. In addition, since mobile agents have some
unique characteristics such as their mobility, security problems have become more
complicated in these systems. These security problems have become a bottleneck in
the development and maintenance of mobile agent systems, especially in security
sensitive applications such as electronic commerce. This book introduces the concept
and structure of mobile agent systems and discusses various attacks and
countermeasures. The emphasis is on the formal modeling and analysis of secure
mobile agent systems and their applications.
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