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Security and Survivability presents new research on the emerging discipline of design
and analysis of security systems that are survivable. Such systems are designed to
continue to provide verifiable security guarantees, and allow the system to degrade
gracefully, even under threat or actual incidence of attack. The book introduces a
theory of recovery-oriented security and provides well-developed case studies that
corroborate the utility of the theory, addressing privilege-escalation and Denial of
Service (DoS) attacks. Using their automated verification methodology, the authors
formally prove for the first time whether strategies such as selective filtering, strong
authentication, and client puzzles actually reduce the vulnerability of a network to DoS
attacks.
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