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Technological advances have benefited our world in immeasurable ways, but there is
an ominous flip side: our technology can be turned against us. Hackers can activate
baby monitors to spy on families, thieves are analyzing social media posts to plot
home invasions, and stalkers are exploiting the GPS on smart phones to track their
victims’ every move. We all know today’s criminals can steal identities, drain online
bank accounts, and wipe out computer servers, but that’s just the beginning. To
date, no computer has been created that could not be hacked—a sobering fact given
our radical dependence on these machines for everything from our nation’s power
grid to air traffic control to financial services.

Yet, as ubiquitous as technology seems today, just over the horizon is a tidal wave of
scientific progress that will leave our heads spinning. If today’s Internet is the size of a
golf ball, tomorrow’s will be the size of the sun. Welcome to the Internet of Things, a
living, breathing, global information grid where every physical object will be online. But
with greater connections come greater risks. Implantable medical devices such as
pacemakers can be hacked to deliver a lethal jolt of electricity and a car’s brakes can
be disabled at high speed from miles away. Meanwhile, 3-D printers can produce
AK-47s, bioterrorists can download the recipe for Spanish flu, and cartels are using
fleets of drones to ferry drugs across borders.

With explosive insights based upon a career in law enforcement and counterterrorism,
Marc Goodman takes readers on a vivid journey through the darkest recesses of the
Internet. Reading like science fiction, but based in science fact, Future Crimes explores
how bad actors are primed to hijack the technologies of tomorrow, including robotics,
synthetic biology, nanotechnology, virtual reality, and artificial intelligence. These
fields hold the power to create a world of unprecedented abundance and prosperity.
But the technological bedrock upon which we are building our common future is
deeply unstable and, like a house of cards, can come crashing down at any moment.

Future Crimes provides a mind-blowing glimpse into the dark side of technological
innovation and the unintended consequences of our connected world. Goodman
offers a way out with clear steps we must take to survive the progress unfolding before
us. Provocative, thrilling, and ultimately empowering, Future Crimes will serve as an
urgent call to action that shows how we can take back control over our own devices
and harness technology’s tremendous power for the betterment of
humanity—before it’s too late.

作者介绍: 

MARC GOODMAN has spent a career in law enforcement and technology. He has
served as a street police officer, senior adviser to Interpol and futurist-in-residence with
the FBI. As the founder of the Future Crimes Institute and the Chair for Policy, Law, and
Ethics at Silicon Valley’s Singularity University, he continues to investigate the
intriguing and often terrifying intersection of science and security, uncovering nascent
threats and combating the darker sides of technology.
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因为部分内容的关系，这本书恐怕没法出简体中文译本，但大陆读者显然最需要它。Y
ou are not the customer, you are the
product，作者认为免费服务-搜集数据-广告盈利的商业模式是信息泄露的根源，也是
互联网巨头们的原罪，但显然没有回头路，政策上努力亡羊补牢才最要紧。千奇百怪的
犯罪实例很开眼界，但最后一部分神经科学相关部分在我看来还是有些夸张了，于是也
影响到我对前面内容的信任。这本书提醒了，互联网和开源文化固然很democratizing
，但也有其潜在危险，当然，或许根源还在于这个行业的meritocracy传统，让少数人
可以拥有轻易危害多数人的能力。

-----------------------------
感觉还是太泛泛了 可能期待太高了 很多地方觉得不够具体……

-----------------------------
Intriguing and eye-opening stories throughout the book.



-----------------------------
網絡安全問題其實已變成了老生常談，但作者對於議題熟悉的程度，舉的所有例證，以
至內容組織及鋪排也非常出色。整本書尤如科幻小說，建立一個宏大的網絡犯罪世界觀
，真實的事件創意程度高得可怕。美中不足的是接近尾聲時部份內容重覆；而對於未來
的建議很淺白，應更深入的探討。書有點貴，不想買，所以連續幾天也出了書局看，厚
度達五百多頁但沒有停的意欲，用四天完成了。（看的是中文翻譯本，但豆瓣沒收錄所
以來這裡寫。）

-----------------------------
还行

-----------------------------
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