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A comprehensive survey of computer network security concepts, methods, and
practices. This authoritative volume provides an optimal description of the principles
and applications of computer network security in particular, and cyberspace security
in general. The book is thematically divided into three segments: Part I describes the
operation and security conditions surrounding computer networks; Part II builds from
there and exposes readers to the prevailing security situation based on a constant
security threat; and Part III - the core - presents readers with most of the best practices
and solutions currently in use. It is intended as both a teaching tool and reference. This
broad-ranging text/reference comprehensively surveys computer network security
concepts, methods, and practices and covers network security tools, policies, and
administrative goals in an integrated manner. It is an essential security resource for
undergraduate or graduate study, practitioners in networks, and professionals who
develop and maintain secure computer network systems.
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