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The popularity of multimedia content has led to the widespread distribution and
consumption of digital multimedia data. As a result of the relative ease with which
individuals may now alter and repackage digital content, ensuring that media content
is employed by authorized users for its intended purpose is becoming an issue of
eminent importance to both governmental security and commercial applications.
Digital fingerprinting is a class of multimedia forensic technologies to track and identify
entities involved in the illegal manipulation and unauthorized usage of multimedia
content, thereby protecting the sensitive nature of multimedia data as well as its
commercial value after the content has been delivered to a recipient. "Multimedia
Fingerprinting Forensics for Traitor Tracing" covers the essential aspects of research in
this emerging technology, and explains the latest development in this field. It describes
the framework of multimedia fingerprinting, discusses the challenges that may be
faced when enforcing usage polices, and investigates the design of fingerprints that
cope with new families of multiuser attacks that may be mounted against media
fingerprints. The discussion provided in the book highlights challenging problems as
well as future trends in this research field, providing readers with a broader view of the
evolution of the young field of multimedia forensics. Topics and features:
Comprehensive coverage of digital watermarking and fingerprinting in multimedia
forensics for a number of media types. Detailed discussion on challenges in
multimedia fingerprinting and analysis of effective multiuser collusion attacks on
digital fingerprinting. Thorough investigation of fingerprint design and performance
analysis for addressing different application concerns arising in multimedia
fingerprinting. Well-organized explanation of problems and solutions, such as
order-statistics-based nonlinear collusion attacks, efficient detection and identification
of colluders, group-oriented fingerprint design, and anti-collusion codes for
multimedia fingerprinting. Presenting the state of the art in collusion-resistant digital
fingerprinting for multimedia forensics, this invaluable book is accessible to a wide
range of researchers and professionals in the fields of electrical engineering, computer
science, information technologies, and digital rights management.
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